
National Device Management Applications
Genius offers device management applications designed for national device management 

programs. Access a Centralised Command Center Dashboard designed for educational 
leaders to gain access to a hierarchical view of a national device program.

Mobile Guardian Supports

Proven for Nationwide Deployments

Centralised Restriction 
Management

Manage, understand and guide 
learning from a centralised 

command centre dashboard that 
is proven to elevate learning at a 

national level. 

Deployment of centralised policies 
at a national level, encompassing 
all devices enrolled with Mobile 

Guardian across all device 
platforms.

Centralised 
Command Centre

 Visibility at Central, Regional 
and School Levels

Deploy and view device 
management permissions at 

central, regional and individual 
school levels.

Official Mobile Device Management Solution for 
Singapore’s Secondary schools



Device Management for National 
Device Programs

Manage devices at scale and ensure that all devices in a national device program 
are managed by proven device management applications. 

Set user permissions for 
Administrators, Teachers and Parents 
to ensure devices are managed 
effectively.

User Permission 
Assignment

Set device restrictions according to the 
device program’s hierarchy according to 
predetermined levels of control.

Hierarchical Profile Locks

Activate Vacation mode to disable all 
restrictions on devices, at a national, 
regional, or individual school scale. 

Vacation Mode

Manage device usages and set restrictions 
at various levels throughout your device 
program.

Central, Regional & School 
Level Management

Policies may be set at a national, 
regional or individual school level, 
allowing for device management 
according to the size and scale of the 
device program.

Deployment of Centralised Policy

Set school hours for all devices 
according to day lessons. After school 
hours, devices will automatically 
change to a suitable profile.

School Hours Implementation
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Message students and staff with 
emergency and distress alerts to 
immediately inform of irregularities. 

Emergency and Distress Alerts
Teachers may message students 
during class to help keep students 
focused and on-task.

In Class Messaging

Mobile Guardian Supports



Web Filtering for Nationwide 
Restrictions

Mobile Guardian’s Profiles provide an intelligent and comprehensive method of 
restricting devices according to device usage policies and standards.

Web Content Filtering

Should students attempt to access 
blocked content, a redirect URL will 
point students to suitable content.

Redirect URL Configuration

Block specific URLs to ensure that 
students remain off known distractions 
or inappropriate content.

Web Content URL Filtering

Easily upload and utilise lists of URLs 
that are appropriate for students for 
easy Web Filtering management.

Allow Lists

Set a standard homepage on all devices. 
As students start class, devices will 
automatically open a predetermined URL.

Home URL Configuration

Filter web content by category, for 
simple and far-reaching restrictions of 
online content for students.

Web Content Category Filtering

Block online content with ease by 
uploading lists of restricted content to 
ensure students remain focused.

Block Lists
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Mobile Guardian’s Filters local 
regional dialects for comprehensive 
filtering that keeps students on-task 
and focused in lessons.

Local Dialect Filtering
Mobile Guardian’s Web Filter 
functions across multiple languages, 
and uses a multi-byte (64 byte 
characters) language filter.

Multilingual Keyword Filtering

Keyword Web Filtering



Classroom Management Tools
Mobile Guardian’s Classroom Management Tools were designed for Education 

based on feedback and input from teachers from around the world.

Understand how students spend their 
time during class with a clear graphical 
view of device behaviour online.

Teachers can activate an instant lock 
screen during class to gain student 
attention for instruction or assistance.

Activity Timeline Tracking

Trigger Eyes Up/Down

Directly message a student or the 
class during a lesson, or to request a 
device is returned for maintenance.

Direct Student Messaging
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Historical event logging by users of 
Mobile Guardian for clear 
understanding of device management 
practices.

Historical Event logging

YouTube Filtering

Filter YouTube by channels, for easy 
restriction of undesired YouTube 
channels. 

YouTube Channel Filtering

Mobile Guardian’s YouTube web filter 
identifies conflict in web filter settings 
for easy troubleshooting.

Intelligent Restriction Conflict

Billions of scanned and categorised 
URLs that are constantly updated, 
blanket blocking content is easy.

YouTube Category Filtering

Specify YouTube video URLs to 
restrict specific videos from lessons.

YouTube Video Filtering

Web Filter Report

Filter Wildcard domains for 
simpler Web Filtering practices. 

Understand student online 
behaviour with comprehensive 

Web Filter Reports.

Wildcard Domains 
Filtering

Blocked Web Content 
Permission Requests

Should content required for a 
lesson be blocked, students may 

request access during class.

Web Filtering Made Easy



Classroom Management Tools
Elevate learning with classroom management tools and create safe digital 

learning environments for K-12 students.

Easily distribute class content to 
students during class, such as Web 
URLs, Media, and Online documents.

Content Distribution
Set a Landing Page prior to the start of a 
class according to class needs.

Landing Page URL Configuration

Integrate Google Drive and Mobile 
Guardian for ease of access to Google 
files in class. 

Google Drive Integration
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Created completely restricted online 
learning and test environments for 
Exams, Quizzes and lessons.

Modes (Restricted Access)

Force student devices to join class 
upon launching a class.
(Variation per OS).

Force Class Join

Teachers may share a students’ 
screen with the class to showcase a 
model example and engagement.

Student Share Screen
Live screen views grants teachers a 
clear view of students’ screens during 
class (OS dependant).

Live Screen Views

Teachers may directly intervene and 
correct students by closing active tabs 
on their devices in real-time.

Device Browser Tab Control
Teachers may easily share their 
screen with a specific student or the 
entire class for clear instruction. 

Teacher Share Screen

Multi-OS Integrations
Fully integrate with Apple School Manager, Google for Education and Microsoft 

Intune for easy set up of at-scale device management programs.



“Mobile Guardian works seamlessly throughout our 
organisation. The control and rollout of apps is easy 
to manage. Support is always helpful and they explain 
things in a way that isn't too techie but understandable.”
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James C
Deputy Principal

Cross Platform Integrations

Reap all the benefits of Google for 
Education in combination with 
Mobile Guardian.

Google for Education

Elevate your learning environment with a 
Chrome Education Upgrade for effective 
student and user management.

Chrome Education Upgrade

Efficiently coordinate a large volume 
devices in the school across 
applicable regions and schools.

Android EMM

Manage users, devices, and enable 
zero touch enrolment our Mobile 
Guardian and Apple DEP integration.

Apple DEP Integration

Windows Active Directory

Integrate Mobile Guardian and Active 
Directory for identity management 
and authentication with surety.

Experience the reliability and safety 
benefits of Android Enterprise 
functionality with Mobile Guardian.

Android Enterprise

Integrate Apple School Manager and 
Mobile Guardian for easy device 
management. 

Apple School Manager

Effectively manage your students, 
users and devices through 
integrating Intune and Mobile 
Guardian.

Microsoft Intune

Mobile Guardian offers software that integrates across an array of device operating 
systems. Allow for the complete utilisation of mobile device functionality mixed in 

K-12 learning environments, regardless of operating system.


